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	With the proliferation of generative AI tools in recent years it has become important for law practices to consider adopting a policy to govern the use of generative AI tools by its solicitors and support staff in the workplace.  While recognising the potential for these technologies to improve the efficiency of legal services, there is a need to educate staff on the limitations and risks and put measures in place to govern the responsible use of AI.  This suggested sample AI policy is designed to be adapted by law firms for their personnel.


SAMPLE AI POLICY FOR LAW FIRMS 

Small law practices can build their own AI policy by following these simple steps:
1. Is this suitable for your practice?
Read through the sample policy and consider whether it is suitable for your practice.  Depending on your jurisdiction and the type of legal work you do it may be appropriate to refer to different conduct rules or different practice notes or guidance in paragraph 3.5. This policy includes reference to the more restrictive NSW Supreme Court practice note, but this should be amended depending on your requirements.  If your practice has already authorised the use of certain AI tools for particular purposes you may wish to set that out in paragraph 2.2.

2. Make it your own
Replace {Law Practice} with the name of your law firm throughout the document.  Decide whether you or someone else should have the authority to approve AI tools for use, and insert the appropriate person’s name in paragraphs 3.1 and 3.3.

3. Tell your team
Once the policy has been adopted, distribute it to all personnel and talk to them about what it means.  We recommend that training be provided on the use of generative AI and its limitations and risks.  Ensure that the policy is brought to the attention of any new permanent or temporary personnel.

4. Approving AI tools
For the person charged with approving AI tools, it is recommended that the approval process be informed by a comprehensive risk assessment that considers:
a. Data privacy and confidentiality risks
b. Accuracy and reliability of outputs
c. Potential biases in AI systems
d. Regulatory compliance implications
e. Professional liability considerations
f. Potential impacts on clients
g. Auditability of the AI tool and its associated processes.

5. What about clients?
This policy is aimed at protecting you and your staff from potential claims and/or disciplinary action. When clients input their personal information or communications with you into an AI tool they may unwittingly waive their legal professional privilege.  Consider warning clients of this risk. 
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SAMPLE

1. [bookmark: _Toc222938358]Introduction and Purpose 
{Law Practice} recognises the potential value of artificial intelligence (AI) tools (AI Tools) such as generative artificial intelligence (Generative AI) to enhance operational efficiency and service delivery. However, there are significant risks associated with the use of AI Tools, warranting the implementation of a policy for their use in {Law Practice} work-related purposes.
This policy outlines {Law Practice}’s approach and commitment to responsible use of AI in alignment with our commitment to maintaining client confidentiality and adhering to guidelines and practice notes issued by relevant regulators and courts.    This policy establishes minimum standards and guidelines for all personnel to adhere to in using AI Tools responsibly. 

2. [bookmark: _Toc222938359]Scope and Definitions 
2.1 [bookmark: _Toc222938360]Scope
This policy applies to all {Law Practice} personnel, including employees, contractors, and consultants. It governs all AI systems and general-purpose AI whether developed by or for {Law Practice} or procured from external vendors or open-source communities, whether as whole systems or components of, or modifications to, systems.
2.2 [bookmark: _Toc222938361]Definitions
AI is defined as a machine-based system that, for explicit or implicit objectives, infers from the input and data it receives, how to generate outputs, such as predictions, content, recommendations or decisions that can influence physical or virtual environments. While shaped by human objectives and values, AI systems vary in their autonomy and adaptability after deployment.
Generative AI (Gen AI) is a form of AI that is capable of creating new content, including text, images or sounds, based on patterns and data acquired from a body of training material.  That training material may include information obtained from ‘scraping’ publicly and privately available text sources to produce large language models.
Gen AI tools may take the form of generic large language model programs such as ChatGPT, Claude, Grok, Llama, Google Bard, Microsoft Co-Pilot, AI Media or Read AI or more bespoke programs specifically directed to lawyers such as Lexis Advance AI, ChatGPT for Law, Westlaw Precision, AI Lawyer, Luminance, CoCounsel Core and Harvey.  These examples are not intended to be exhaustive.



3. [bookmark: _Toc222938362]Principles for AI Use
{Law Practice} permits the use of AI Tools, including Generative AI, only in accordance with this policy. 
3.1 [bookmark: _Toc222938363]Authorised Purposes
[bookmark: _Hlk215738800]AI Tools may only be used for authorised business purposes that have been approved by {name of principal of {Law Practice}}. This includes any applications of Generative AI Tools in the course of providing {Law Practice}’s services, or in the creation of new documents, processes, services, or marketing materials. {Name of principal of {law practice}} has discretion to decide whether AI Tools may be used in the particular case. Some contractual arrangements may prohibit the use of AI Tools, and those obligations are paramount. Unauthorised use of AI Tools is strictly prohibited. 

3.2 [bookmark: _Toc222938364] Data Protection and Confidentiality 
AI Tools use the information you input to generate outputs and to improve the tool, which can involve the information being shared or reused in other contexts, including in responses to other users.  To avoid breaches of confidentiality and loss of legal professional privilege, no confidential or personal information may be inputted into any AI Tool.
{Law Practice} or client data must be sanitised of confidential and personal information before being input into AI Tools. {Law Practice} cannot control whether such data will be shared with third parties, disclosed or used for other purposes.
Personnel must ensure no inadvertent disclosure of confidential information occurs. 
{Consider including an example of acceptable vs unacceptable input}
3.3 [bookmark: _Toc222938365]Transparency and ExplainabilitySAMPLE

Before using any AI Tool, you must gain prior consent from {Name of principal of {law practice}}. 
You must also clearly disclose to your manager or supervisor that AI Tools have been used in the creation of specific documents, processes, marketing materials or other provision of services, regardless of whether those materials are intended for internal or external use.
Clients and other stakeholders may need to be informed of and/or approve the use of AI Tools in the course of providing services or information to them, subject to contractual agreements. Discuss this with your manager or supervisor prior to any AI Tools being used to determine whether and how any notification should be conducted.
3.4 [bookmark: _Toc222938366]Human Supervision, Accuracy and Quality
AI Tools are intended to support, and must not replace, human judgment.  AI Tools are known to produce fabricated material, including fictitious case law.  Material generated by AI Tools can be based on unreliable sources, incorrect, biased or outdated.  Further, AI Tools do not have skills of critical thinking, reasoning or understanding of clients’ interests.
You must verify the accuracy, reliability, suitability and quality of any material generated by AI Tools, and you must not use, share or present any materials generated by AI Tools before doing so. Legal personnel must review and verify any AI Tool outputs in accordance with their professional responsibilities. 
For example, if an AI Tool refers to legislation or case law to support a conclusion, you need to read the source legislation / judgment to verify that (a) the judgment exists, (b) it means what the AI Tool has said it means and (c) it is applicable to the circumstances in which you intend to apply it.
No output should leave the firm unless you can independently confirm every material legal proposition from primary sources.
Even if the AI Tool content is accurate, you should also ensure that the language used is suitable for your audience. AI Tools are pre-disposed to use confident language, and you may need to add appropriate reservations or qualifications to the advice.
3.5 [bookmark: _Toc222938367]Legal and Regulatory Compliance
All use of AI Tools must comply with relevant laws, regulations, and professional standards.  AI Tools must not be used in a way which contravenes:
· The Legal Profession Uniform Law Australian Solicitors’ Conduct Rules 2015 (Conduct Rules), and particularly Conduct Rule 4 (Competence, integrity and honesty), Conduct Rule 9 (Confidentiality) and Conduct Rule 19 (Duty to the court).

· In relation to litigation matters in NSW, Supreme Court Practice Note SC Gen 23 or any other relevant practice note or guidance issued by a relevant court, tribunal or commission. In particular, AI Tools must not be used to generate the content of affidavits, witness statements, character references or other evidentiary material, and may only be used with the prior leave of the Court.  If AI Tools are used in the preparation of written submissions or summaries or skeletons of argument, the author must verify that all citations, authorities and references exist, are accurate and are relevant to the proceedings. This verification must not be solely carried out by using an AI Tool and requires human verification.SAMPLE

It is the responsibility of all legal personnel to ensure that they are aware of, and act in accordance with any relevant laws, regulations, practice notes and professional standards that are relevant to the use of AI Tools. 
3.6 [bookmark: _Toc222938368]Limitations and Risks
All {Law Practice} personnel must be aware of the limitations and shortcomings of any AI Tools used, including the potential for wrong, outdated or inaccurate information. 
All {Law Practice} personnel must also be aware of the risks AI Tools pose to confidentiality, bias, ethics, breach of client expectations, and intellectual property rights. 







4. [bookmark: _Toc222938369]Prohibited AI Uses 
The following uses of AI Tools are strictly prohibited:
· Using an AI Tool or system other than as expressly authorised under this policy.
· Entering, uploading or otherwise disclosing any client information,  confidential information or personal information into any public or external AI Tools (including publicly available AI Tools such as chatbots).
· Entering any material produced under subpoena or that is subject to a statutory or court-ordered prohibition on publication or a confidentiality obligation into an AI tool.
· Using AI Tools to generate legal advice, legal strategy or legal analysis without appropriate human review and verification. 
· Using AI Tools to generate or modify the content of evidentiary material including affidavits, witness statements, character references, expert reports or other evidentiary material unless otherwise permitted by this policy. 
· Using AI Tools in any manner that could breach legal professional privilege, confidentiality obligations or stakeholder agreements. 
· Using unapproved AI Tools 
· Using AI Tools to process, summarise or review confidential reports or sensitive documents that have not been authorised for that specific purpose. SAMPLE

· Sharing, distributing or relying upon any AI-generated content without prior human review and verification. 
4.1 [bookmark: _Toc222938370]AI Tools for Personal Use
{Law Practice} personnel are permitted to explore AI Tools for personal use, or to make informational inquiries on business topics. However, when using AI Tools that are not approved through {Law Practice}’s approval processes, personnel:
· Must not input or upload any client information, proprietary material, confidential information or confidential personal information. 
· Must comply with all relevant laws and regulations regarding the use and protection of confidential and personal data and copyrighted materials.
· Must seek manager approval before any output generated by AI Tools is incorporated, referenced or used in {Law Practice} activities or documents. 
Personnel must not rely on AI Tools without independent verification for decision‑making relating to workplace responsibilities.








5. [bookmark: _Toc222938371]Training 
All personnel must complete the following AI training as required:
· AI awareness training covering this policy and/or the responsible, ethical use of AI.
· Any additional training related to specific AI systems and their associated risks. 

6. [bookmark: _Toc222938372]Monitoring 
Where approved AI Tools include monitoring or logging capabilities, {Law Practice} may utilise these features, and any other authorised monitoring tools, to review user activity and conduct compliance audits, ensure compliance with this policy, and support security and risk‑management obligations.

7. [bookmark: _Toc222938373]Compliance
{Law Practice} personnel must exercise great caution with the use of AI Tools not approved for business use, including widely available AI systems such as ChatGPT. 
All {Law Practice} personnel must comply with this policy and related procedures. Any use of AI Tools in breach of this policy may result in disciplinary action, up to and including termination of employment.SAMPLE

All {Law Practice} personnel must also immediately report to their manager or supervisor any:
· Unauthorised use of AI Tools. 
· Disclosure or suspected disclosure of confidential or personal information through an AI Tool. 
· Suspected hallucinations, fabrications or inaccuracies in AI outputs that have been inadvertently or otherwise used in {Law Practice}’s legal work. 
A failure to report incidents in compliance with the above may itself constitute a breach of this policy. 
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